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Appliance Details

Serial-Number:                0040103CD830

Firewall Name:                UDS-NSV270

Appliance Model:              SonicWall NSv 270

Uptime:                       0 Days, 2 Hours, 11 Minutes, 3 Seconds

Firmware Version:             7.3.0-7012-R8150

Report Details

Date & Time Report created    22.10.2026 14:30:30

EXP File:                     C:\Us...ox\Repository\0040103CD830\exp_api_downloaded.exp

EXP Timestamp:                21.10.2026 14:28:36

TSR File:                     C:\Us...ox\Repository\0040103CD830\tsr_api_downloaded.wri

TSR Timestamp:                21.10.2026 14:28:37
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Explanation

This report provides an overview of user accounts, their direct and inherited group memberships, administrative and service
privileges, and assigned VPN access rights. VPN access groups are expanded recursively to display their contained network objects.
The report reflects configured permissions and does not necessarily represent effective network access, which may also be
restricted by firewall access rules.
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User: All LDAP Users

    Group Memberships:

        - LAN Access66

        - SSLVPN Services

        - Trusted Users

    Administrative and Service Privileges:

        - SSLVPN Services

    VPN Access Rights:

        Inherited from LAN Access66:

            - LAN Primary Subnet [Group]

            - WAN Primary IP [Group]

            - WAN-GoogleDNS-8.8.8.8

User: apiuser

    Group Memberships:

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SonicWALL Administrators

    VPN Access Rights:

        - No VPN access assignments

User: apiuser2

    Group Memberships:

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SonicWALL Administrators

    VPN Access Rights:

        - No VPN access assignments

User: Hans-Peter

    Group Memberships:

        - 2FA-MAIL

        - Trusted Users

    Administrative and Service Privileges:

        - No assigned privileges

    VPN Access Rights:

        - No VPN access assignments
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User: Isabel

    Group Memberships:

        - Content Filtering Bypass

        - Limited Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - Content Filtering Bypass

        - Limited Administrators

    VPN Access Rights:

        Direct assignment:

            - 060466 Subnets [Group]

            - 150971-Test Interface IP [Group]

            - DEAG_Test [Group]

User: LocalAdmin

    Group Memberships:

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SonicWALL Administrators

    VPN Access Rights:

        Direct assignment:

            - LAN Subnets [Group]

                - LAN Primary Subnet [Group]

                - X6 Subnet

                - X6:V100 Subnet
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User: mschmitz

    Group Memberships:

        - LAN Access66

        - SSLVPN Services

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SSLVPN Services

        - SonicWALL Administrators

    VPN Access Rights:

        Direct assignment:

            - DMZ Subnets [Group]

            - DMZ-unsec IPv6 Subnets [Group]

                - X2 IPv6 Primary Dynamic Address Subnet [Group]

                - X2 IPv6 Primary Static Address Subnet [Group]

            - DMZ-unsec Interface IP [Group]

                - X2 IP

            - LAN Primary Subnet [Group]

            - WAN-TZ570-10.10.10.254

        Inherited from LAN Access66:

            - LAN Primary Subnet [Group]

            - WAN Primary IP [Group]

            - WAN-GoogleDNS-8.8.8.8

User: Robert

    Group Memberships:

        - Guest Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - Guest Administrators

    VPN Access Rights:

        - No VPN access assignments

User: Sylvia

    Group Memberships:

        - Guest Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - Guest Administrators

    VPN Access Rights:

        - No VPN access assignments
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User: Thomas

    Group Memberships:

        - 2FA-APP

        - Trusted Users

    Administrative and Service Privileges:

        - No assigned privileges

    VPN Access Rights:

        - No VPN access assignments

User: Udo

    Group Memberships:

        - SonicWALL Read-Only Admins

        - Trusted Users

    Administrative and Service Privileges:

        - SonicWALL Read-Only Admins

    VPN Access Rights:

        - No VPN access assignments

User: Uwe

    Group Memberships:

        - LAN Access66

        - SSLVPN Services

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SSLVPN Services

        - SonicWALL Administrators

    VPN Access Rights:

        Inherited from LAN Access66:

            - LAN Primary Subnet [Group]

            - WAN Primary IP [Group]

            - WAN-GoogleDNS-8.8.8.8

User: Webadmin

    Group Memberships:

        - SSLVPN Services

        - SonicWALL Administrators

        - Trusted Users

    Administrative and Service Privileges:

        - SSLVPN Services

        - SonicWALL Administrators

    VPN Access Rights:

        Direct assignment:

            - LAN Primary Subnet [Group]
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