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User Permissions and Group Memberships

This report provides an overview of user accounts, their direct and inherited group memberships, administrative and service
privileges, and assigned VPN access rights. VPN access groups are expanded recursively to display their contained network objects.
The report reflects configured permissions and does not necessarily represent effective network access, which may also be
restricted by firewall access rules.
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User Permissions and Group Memberships

User: All LDAP Users
Group Menber shi ps:
- LAN Access66
- SSLVPN Servi ces
- Trusted Users

Admini strative and Service Privil eges:
- SSLVPN Servi ces
VPN Access Rights:
I nherited fromLAN Access66:
- LAN Primary Subnet [ G oup]
- WAN Primary | P [ G oup]
- WAN- Googl eDNS-8.8.8.8

User: api user
G oup Menber shi ps:
- Soni cWALL Admini strators
- Trusted Users
Admi ni strative and Service Privil eges:
- Soni cWALL Administrators
VPN Access Rights:

- No VPN access assignhnents

User: apiuser2
G oup Menbershi ps:
- Soni cWALL Administrators
- Trusted Users
Admi ni strative and Service Privil eges:
- Soni cWALL Administrators
VPN Access Rights:

- No VPN access assignments

User: Hans-Peter
G oup Menber shi ps:
- 2FA-MAI L
- Trusted Users
Admi ni strative and Service Privil eges:
- No assigned privileges
VPN Access Rights:

- No VPN access assignhnents
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User Permissions and Group Memberships

User: |sabel
Group Menber shi ps:
- Content Filtering Bypass

- Limited Adm nistrators
- Trusted Users
Admini strative and Service Privil eges:
- Content Filtering Bypass
- Limited Adm nistrators
VPN Access Rights:
Di rect assignnent:
- 060466 Subnets [ G oup]
- 150971-Test Interface IP [ G oup]
- DEAG Test [ G oup]

User: Local Admi n
G oup Menber shi ps:
- Soni cWALL Administrators
- Trusted Users
Admini strative and Service Privil eges:
- Soni cWALL Administrators
VPN Access Rights:
Di rect assignnent:
- LAN Subnets [ G oup]
- LAN Prinmary Subnet [ G oup]
- X6 Subnet
- X6:V100 Subnet
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User Permissions and Group Memberships

User:

User:

mschmtz

Group Menber shi ps:
- LAN Access66
- SSLVPN Services
- Soni cWALL Adnministrators
- Trusted Users
Admi ni strative and Service Privil eges:
- SSLVPN Services
- Soni cWALL Adnministrators
VPN Access Rights:
Di rect assignnent:
- DMZ Subnets [ G oup]
- DMZ-unsec | Pv6 Subnets [ G oup]
- X2 | Pv6 Primary Dynam ¢ Address Subnet [ G oup]
- X2 |Pv6 Primary Static Address Subnet [ G oup]
- DMEZ-unsec Interface | P [ G oup]
- X2 1P
- LAN Primary Subnet [ G oup]
- WAN- TZ570- 10. 10. 10. 254
Inherited fromLAN Access66:
- LAN Prinmary Subnet [ G oup]
- WAN Prinmary | P [ G oup]
- WAN- Googl eDNS- 8. 8.8. 8

Rober t

G oup Menber shi ps:
- Cuest Adninistrators
- Trusted Users

Admi ni strative and Service Privil eges:
- Quest Adninistrators

VPN Access Rights:

- No VPN access assignnents

User: Sylvia

G oup Menber shi ps:
- Guest Administrators
- Trusted Users
Admini strative and Service Privil eges:
- Cuest Adninistrators
VPN Access Rights:
- No VPN access assignnents
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User Permissions and Group Memberships

User: Thomas
Group Menber shi ps:
- 2FA- APP
- Trusted Users

Admini strative and Service Privil eges:
- No assigned privil eges

VPN Access Rights:
- No VPN access assi gnnents

User: Udo

G oup Menber shi ps:
- Soni cWALL Read- Only Admi ns
- Trusted Users

Admi ni strative and Service Privil eges:
- Soni cWALL Read-Only Admi ns

VPN Access Rights:
- No VPN access assignhnents

User: Une
Group Menber shi ps:
- LAN Access66
- SSLVPN Services
- Soni cWALL Adnministrators
- Trusted Users
Admi ni strative and Service Privil eges:
- SSLVPN Services
- Soni cWALL Adnministrators
VPN Access Rights:
Inherited from LAN Access66:
- LAN Primary Subnet [ G oup]
- WAN Primary | P [ G oup]
- WAN- Googl eDNS- 8. 8. 8. 8

User: Webadnin

G oup Menber shi ps:
- SSLVPN Servi ces
- Soni cWALL Administrators
- Trusted Users

Admini strative and Service Privil eges:
- SSLVPN Services
- Soni cWALL Adnministrators

VPN Access Rights:
Di rect assignnent:

- LAN Primary Subnet [ G oup]

Firewall Toolbox V: 3.1.0.0 10.10.2026 17:40:41 SN: 0040103CD830 Page 6 www.firewall-toolbox.com



