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Contact

If you do not have extensive exper�se in firewalling, you can 
book an assisted audit – either directly with Mar�n Schmitz 
IT Security Consul�ng or through an IT security partner using 
Firewall Toolbox.

A typical audit process is as follows:

•  The firewall configura�on is exported and processed using
   Firewall Toolbox, which generates a detailed report.
•  The customer and reseller review the report together and 
   develop a plan for the required changes.
•  Once the changes have been implemented, a new report is
   generated and reviewed. This process is repeated un�l the
   desired result is achieved.

Firewall Audits with Expert Support 

Guided Audits

Firewall Toolbox requires two key files:

• the Firewall Technical Support Report (TSR) and
• the SonicWall System Export (.exp)

These files can either be uploaded manually or downloaded 
automa�cally from the firewall via the API.

Op�onally, the tool can also connect to MySonicWall to 
retrieve addi�onal informa�on.

A user-friendly wizard guides you through the data import 
process. Once the required informa�on has been collected, it 
is processed, loaded into a structured database, and 
analyzed.

Firewall Toolbox then generates a wide range of reports, 
providing the auditor with quick and easy access to the most 
important informa�on about the firewall’s current status.

Firewall Toolbox not only provides comprehensive analyses 
and iden�fies areas for op�miza�on, but also directly 
supports you in implemen�ng improvements. Powerful API 
func�ons allow selected configura�on changes to be applied 
directly to the firewall – quickly, conveniently, and without 
�me-consuming manual adjustments.

This means that an iden�fied weakness can be turned into a 
concrete improvement in just a few steps.

Security is a key priority throughout the process: Backups are 
created automa�cally before changes are made, ensuring 
that the original configura�on remains available at all �mes. 
If required, not only complete configura�ons but also 
individual objects or firewall rules can be restored selec�vely.

In this way, Firewall Toolbox combines analysis, op�miza�on, 
and implementa�on in a seamless and controlled process.

Analyze – and Take Action!

How does Firewall Toolbox work?

Powerful Analysis Tool



•  System Utilization
•  High Availability
•  High Availability Status / Settings
•  WAN Failover Status / Usage
•  Firmware 

•  WAN MTU Settings
•  TCP Connection Timeout 

Documentation

System Health

•  Zones
•  Interfaces
•  Firewall Rules
•  Nat Rules
•  User
•  Adressobjects
•  Serviceobjects

Configura�on Audit

•  Firewall Rules / NAT Rules / Usage
•  Rules Allowing Access from WAN to Internal Networks
•  Rules Allowing Management Access
•  Disabled Rules
•  Rules with No Traffic for a Defined Period
•  VPN Check (Weak or Insecure Se�ngs)
•  Users in Administra�ve Groups
•  External User Authen�ca�on
•  User Access Rights
•  Firewall Audit Se�ngs and Data
•  Detec�on and Preven�on Features
•  Security Services Status

Security Audit

Reports
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User Interface / Reports

Author of Firewall Toolbox
Martin Schmitz has been working with 
SonicWall firewalls for more than 25 years. He 
spent 12 years as a Systems Engineer at 
SonicWall and has been working as an 
independent Security Consultant since 2017. In 
this role, he advises customers on SonicWall 
solutions, among other areas, and is a certified 
SonicWall Firewall Trainer.

Audits address the following areas:

•  Regulatory compliance (NIS2, GDPR)
•  Con�nuous adapta�on to evolving threats
•  Iden�fica�on of security vulnerabili�es
•  Performance op�miza�on
•  Protec�on against internal threats
•  Traceability and accountability
•  Disaster recovery

Audits: More Security & Compliance

Can you answer the following ques�ons immediately and 
without �me-consuming research?

Which users have which access rights?
Are all Security Services licensed and ac�ve?
Are all firewall rules up to date?
Are there s�ll temporary rules ac�ve that were originally 
created for tes�ng purposes?
Is the system adequately protected against failures – for 
example, in the event of a firewall or Internet connec�on 
failure?

Firewall Toolbox provides fast and precise answers to these 
and many other ques�ons. It analyzes your firewall 
configura�on, helps you iden�fy security risks and 
misconfigura�ons, and significantly simplifies regular firewall 
audits.

This saves you �me, improves the quality of your security 
assessments, and provides a structured overview of the 
current state of your firewall.

Do You Use SonicWall Firewalls?

Firewall Toolbox


