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Recommendations - Best Practise Report

Appliance Details

Seri al - Nunber: 0040XXXXXXXX ( Denp)

Fi rewal | Nane: UDS- NSV270

Appl i ance Model : Soni cVal | NSv 270

Upti ne: 0 Days, 6 Hours, 44 M nutes, 47 Seconds
Fi rmvar e Ver si on: 7.3.0-7012- R8150

Report Details

Date & Time Report created: 06.10.2025 - 17:57:45

EXP File: C.\U. ..\ Reposi t ory\ 0040 XXXXXXXX\ exp_api _downl oaded. exp
EXP Ti mest anp: 06. 10. 2025 17:51
TSR Fil e: C\U. ..\ Reposi tory\ 0040XXXXXXXX\ t sr _api _downl oaded. wri
TSR Ti nest anp: 06. 10. 2025 17:51
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Recommendations - Best Practise Report

Explanation

This report provides a high-level summary of the key findings from the security audit and includes actionable
recommendations for addressing potential vulnerabilities. For more in-depth information and specific details, please refer
to the full audit report

Feat ure St at us Recommendat i on

Fi rmnware and Settings

- Firmnare Version current: up to date -
- Unal | oned Fi rmnare downgr ade not detected -
| Pv6

| Pv6 di sabl ed -

H gh Availability

H gh Availability enabl ed -

- Stateful Sync: enabl ed -

- preenpt node di sabl ed -

WAN Li nes

Mul ti pl e WAN Li nes confi gured -

VPN

Weak ci phers found yes reconfigure VPN Tunnel s

- Unsafe VPN Al gorithns
Cat egory Type Coment
DH G oup 192-Bit R ECP G oup Too smal | ECC group
Encryption DES Br oken unsafe
| KE Aggr essi ve Leads to info | eaks insecure
Integrity VD5 Br oken col | i si ons possible
Integrity SHA- 1 Deprecated col lision attacks
M sc None No encryption integrity

- Not recomrended VPN Al gorithns

Cat egory Type Coment

DH Group 224-Bit R ECP G oup Borderline ECC group aging out

Encryption 3DES Legacy slow 112-bit effective strength

Encryption AES- XCBC Ni che | ess conmon not w dely supported

| KE Mai n Standard for | KEvl secure but ol der

Pr ot ocol AH Rarely used integrity only no encryption
Firewal | internal audit
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I nternal Audit on -
Det ection Prevention
Steal th Mode on -
Randomni ze 1P | Ds on -
Packet Capture
Packet Capture on Di sable if not needed
Users Account Protection
Adm n TOTP secured no
Users with no TOTP True Enabl e TOTP for these users
WAN MIU Settings
X1 Default WAN 1500 ok -
X5 1500 ok -
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Rul es never used (I|Pv4): 18
Rul es never used (I|Pv6): 0
Managenment Rul es (1| Pv4): 2
Managenent Rul es (I Pv6): 0
ANY <> ANY Rules (IPv4): 0
ANY <> ANY Rul es (IPv6): 0
Rules WAN to internal networks (1Pv4): 1
Rul es WAN to internal networks (IPv6): 0
Al Rules (IPv4): 0
Al Rules (IPv6): 0
Firewall Rules not used for a long time (1Pv4): 18

Firewal | Rules not used for a long tinme (IPv6):
Di sabled Firewall Rules (IPv4):
Di sabled Firewall Rules (IPv6):

Nat - Pol i cy Count

Nat Policies never used (IPv4):
Nat Policies never used (IPv6):
Nat Policies disabled (IPv4):
Nat Policies disabled (IPv6):
Al'l Nat Policies (IPv4):

Al Nat Policies (IPv6):
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